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Service Provider Security Assessment 



Instructions to the Service Provider for completing the Security Assessment 

• Please answer all questions fully. 

• The Customer as described in this document is Northwestern University. 

• The Service Provider as described in this document is the vendor or outside party that will 
receive University data or captures data for subsequent use by the University. 

• Use Response/Description fields to provide Company Information and Site Details. 

• Use Response fields to indicate: 
Yes: the Service Provider has established and can provide evidence of the control(s) 
described in the query 
Partially: the Service Provider has not fully established the level of controls described in the 
query 
No: the Service Provider has not established the level of control(s) described in the query 
N/A: Not Applicable, the control described in the query is not applicable to the Service 
Provider or its process 

• Use Comments/Description fields to answer questions and provide details or explanations of 
conditions. 
- Where the Service Provider's Response is Partially, this field should be used to provide a 
description as to the degree or level the control has been implemented. 
- Where the Service Provider's Response is N/A (Not Applicable), this field should be used to 
provide a reason why the query does not apply. 

• Review the Request For Documentation listing and assemble the documents requested. 

• Review and execute the Non-Disclosure Agreement. 

• Return the completed Security Assessment, requested documentation and the executed Non- 
Disclosure Agreement to Northwestern University for processing. 


Please note: Northwestern University will review carefully the responses you provide. The University's decision regarding which providers to select is based, in part, on the information included in your response. Accordingly, should our discussions proceed to the point of contract negotiation, Northwestern University will expect you to (i) warrant that the services you provide will be in substantial conformity with the information provided in the response to the Service Provider Security Assessment questionnaire; (ii) inform Northwestern promptly of any material variation in operations from that reflected in your response; and (iii) agree that any material deficiency in operations from those as described in your response will be deemed a material breach. 
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1. Service Provider Security Assessment 


A. Company Information 

A-1. Name of Service Provider (company name) 

A-2. Name/Title of Responder 

A-3. Responder's Contact Information (e-mail and telephone) 

SAMPLE 





A-4. Service Provider's legal mailing address 




A-5. URL of Service Provider's website 

A-6. Date of Response 

A-7. Service Provider's holding or parent company 

A-8. Is Service Provider privately or publicly held? 

If publicly held, provide name of exchange and trading symbol. 

A-9. How long has Service Provider been in business? 

A-10. In what state is Service Provider incorporated? 

A-11. Provide current annual report of recently audited financial statement. See Request for Documentation. 






City 

Country 






Privately 





Alabama 






State Alabama 






Zip Code 


A-12. Supply the name and description of service to be delivered by Service Provider. This assessment document will apply to this 
named service 

A-13. Provide name and title of the executive officers. 

A-14. Provide organizational chart for the executive officer(s) and department(s) of the area(s) that will provide the named service. See Request for Documentation. 

A-15. Are there any material claims of judgements pending 
against the Service Provider that might affect the ability to 
provide services requested? 
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A-16. Provide references from three organizations that have 
utilized services similar to those you intend to provide to 
Northwestern. Include name, contact information and length of time service has been provided. 

B. Site Details 
B-1. Where is the Service Provider's primary production site 
located? 
What is the tier rating and applicable standard of this datacenter? 

B-2. If Service Provider has an alternate (backup) site, where is 
that located? 
What is the tier rating and applicable standard of this datacenter? 

B-3. Would Service Provider accommodate Customer's request 
and allow for a site visit for a security audit, given 48 hours 
notice? 

B-4. Service Provider has and will provide summary results of a third- 
party external Information Security assessment conducted within the 
past 2 years (SAS-70 Type II, penetration test, vulnerability assessment, SysTrust, WebTrust, etc.). See Request for Documentation. 

B-5. Does Service Provider user other facilities (e.g., collocation) to 
process or store Customer's data? 
Please provide details: name, location, description of services. What is the tier rating and applicable standard of this location? 
Please provide summary results of a third-party external Information 
Security assessment conducted within the past two year (SAS-70 Type II, penetration test, vulnerability assessment, etc.) for this location. See Request for Documentation. 

B-6. Does Service Provider permit any non-U.S. facility to access, process 
or store Customer's data? 

C. Policies, Standards and Procedures 

C-1. Service Provider has formal written Information Security 
Policies? 


C-2. Service Provider will provide copies of the Information 
Security Policies. Where this is prohibited by Service Provider 
policy, other evidence (e.g., table of contents) will be substituted. See Request for Documentation. 






































Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 






































Comments/Description 

SAMPLE 
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C-3. Service Provider will provide, if requested, examples of security documents, which Service Provider maintains. 


C-4. Service Provider maintains formal incident response 
procedures. Service Provider will provide evidence of these 
procedures; redacted versions are acceptable. See Request for Documentation. 

C-5. Service Provider maintains policies that protect Customer's information against unauthorized access. 



C-6. Service Provider policy prohibits sharing of individual 
accounts and passwords. 



C-7. Service Provider policy implements the following 
Information Security concepts: need to know, least privilege, and checks and balances. 


C-8. Service Provider receives timely notification and 
implements recommended solutions for security vulnerability alerts (e.g., CERTs). 


C-9. Service Provider requires system administrators to be trained and qualified. 



C-10. Service Provider implements AAA (Authentication, Authorization, Accountability) for all users. 



C-11. Service Provider performs background and reference checks for individuals handling sensitive information. 



C-12. Service Provider has termination or job transfer 
procedures designed to immediately prevent unauthorized access to information. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
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C-13. Service Provider provides Customer support with appropriate escalation procedures. 



C-14. Service Provider has documented change control processes. 



C-15. Service Provider requires contractors, subcontractors, 
vendors, outsourcing ventures, external third-party or 
downstream contracts to comply with policies and Customer agreements. 

C-16. Service Provider has policy that requires enforceable 
compliance with federal, state and local regulatory requirements. 


C-17. Service Provider maintains and executes an Information 
Security awareness program. 



C-18. Service Provider has a formal Information Security risk 
management program for risk assessments and risk management. 


D. Architecture 
D-1. Service Provider will provide a network topology diagram/ 
design. Where Service Provider policy prohibits disclosure of 
details, a redacted version is acceptable. See Request for Documentation. 

D-2. Service Provider has implemented and maintains firewall protection for all systems with Internet connectivity. 



D-3. Service Provider maintains routers and Access Control Lists as appropriate. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 































Comments/Description 

SAMPLE 
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D-4. Service Provider has implemented and maintains network redundancy. 



D-5. Service Provider has implemented and maintains IDS/IPS 
technology. 



D-6. Service Provider has established DMZ architecture for systems accessible via the Internet. 



D-7. Service Provider maintains an infrastructure where 
Internet and Web-facing applications are on a server different 
from the one that contains a database or data with sensitive information. 

D-8. Service Provider maintains an enterprise-class virus protection program. 



D-9. Service Provider maintains an enterprise-class patch management program. 



D-10. Service Provider maintains an infrastructure that physically or logically segments Customer data. 



D-11. Service Provider provides remote access to authorized users via secure (encrypted) connections. 



D-12. Service Provider has development and production 
processing environments that are physically/logically separated. 



D-13. Service Provider will provide a description (diagram) of the "end-to-end" flow of data in providing the named service. See Request for Documentation. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
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D-14. Service Provider maintains a wireless network with controlled and secure access points. 



E. Configuration Controls 
E-1. All Service Provider's computers and systems are kept 
current with security patches and protected from malware. 



E-2. Service Provider employs encryption for sensitive 
information (protected health information, student identifiable, 
personnel information, intellectual property, etc.) for external or Internet transmissions with keys of at least 128 bits in length for 
symmetric encryption and 1024 bits or greater in length for asymmetric encryption. 

E-3. Service Provider removes unnecessary services from computers that are used to access target systems. 



E-4. Service Provider's servers have anti-intrusion programs installed (e.g., Tripwire, TippingPoint, etc.). 



E-5. Service Provider ensures that all vendor-supplied default 
identifiers and/or passwords or similar "published" access codes 
for all installed operating systems, database management 
systems, network devices, application packages, and any other 
commercially produced IT products have been changed or disabled. 

E-6. Service Provider ensures that passwords are never stored in clear text or are easily decipherable. 



E-7. Service Provider reviews all systems and software to 
determine whether appropriate security settings are enabled. 



E-8. Service Provider manages file and directory permissions for "least privilege" and "need-to-know" accesses. 




N/A Yes 
Partially 
No 

Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 








Comments/Description 

SAMPLE 
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E-9. Service Provider has implemented redundancy or high availability features for critical functions. 



E-10. Service Provider deploys change management practices to ensure all system changes are approved, tested and logged. 



E-11. Service Provider does not use sensitive "live" data for 
development and/or testing unless the data has been desensitized or redacted. 


E-12. Service Provider's application security follows industry best practices (e.g., OWASP, SANS Top Twenty). 



E-13. Service Provider enforces prohibition on "split tunneling" 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 

SAMPLE 

when Provider's personnel are connecting to Customer networks. Yes 




F. Compliance Controls 
F-1. Where the Service Provider's system interfaces with 
portable devices, sensitive information or information requiring 
protection by law is encrypted when stored on these portable 
devices and requires password access. 

F-2. Service Provider ensures that access to sensitive 
information or information protected by law across a public 
connection is encrypted with a secured connection and requires user authentication. 

F-3. Where the Service Provider's product or service manages 
Protected Health Information (PHI), the product or service is HIPAA compliant. 

Provide evidence of compliance, e.g. results of assessment or evaluation by 3rd party. See Request for Documentation. 
F-4. Service Provider's management of any payment card 
information is compliant with the Payment Card Industry/Data Security Standards (PCI/DSS). 

Provide evidence of compliance, e.g., results of assessment or evaluation by 3rd party, copy of Report of Compliance (ROC). See Request for Documentation. 

Partially 
No 

Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


N/A Yes 
Partially 
No 




Comments/Description 
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F-5. Service Provider employs an industry standard System Development Life Cycle (SDLC) methodology. 



F-6. Service Provider's web applications are tested and 
monitored for common application security vulnerabilities (e.g., OWASP, SANS Top Twenty). 


F-7. Service Provider's application servers and database software technologies are kept up-to-date with the latest security patches. 


F-8. Service Provider's application development and support activities are performed by entities that are solely within the United States. 


F-9. Where the Service Provider's product or service manages 
Student Information, the product or service is FERPA compliant. 



G Access Controls 
G-1. Access to Service Provider's systems is immediately 
removed, or modified, when Service Provider's personnel terminate, transfer, or change job functions. 


G-2. Service Provider achieves individual accountability by assigning unique IDs and prohibits password sharing. 



G-3. Service Provider's critical data or systems are accessible by at least two trusted and authorized individuals. 



G-4. Access permissions to target systems are reviewed by 
Service Provider at least monthly for all server files, databases, programs, etc. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


























Comments/Description 

SAMPLE 
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G-5. Service Provider's support personnel only have the 
authority to read or modify those programs or data that are needed to perform assigned duties. 


G-6. Service Provider's computers have password-protected 
screen savers that activate automatically to prevent unauthorized access when unattended. 


G-7. Service Provider employs passwords that have a minimum 
of 8 characters, expire periodically, and have strength 
requirements. Service Provider will provide evidence of 
implementation (e.g., policy statement, screen capture, etc.). See Request for Documentation. 


G-8. Service Provider's systems require all user access be 
authenticated (minimally) with a password/PIN, token or biometrics device. 


G-9. Service Provider utilizes two-factor authentication 
mechanisms (e.g., a password/PIN and a smart card, token, etc.) for access to systems. 


H. Monitoring Controls 
H-1. Access permissions of Service Provider's support personnel 
are reviewed at least monthly for all server files, databases, programs, etc. 


H-2. Service Provider has implemented system event logging on all servers, and records at a minimum "who, what, and when". 



H-3. Service Provider records and reviews on a frequent basis 
(at least weekly) all system activity occurring "after normal business hours". 


H-4. Service Provider reviews frequently (at least weekly) all target system logs for failed logins or failed access attempts. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 




























Comments/Description 

SAMPLE 
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H-5. Service Provider reviews systems frequently (at least 
monthly) for dormant accounts; dormant accounts are immediately disabled and scheduled for removal. 


H-6. Service Provider reviews system logs frequently (at least 
weekly) for possible intrusion attempts. Service Provider to 
provide redacted sample of log showing review. See Request for Documentation. 

H-7. Service Provider reviews network and firewall logs 
frequently (at least weekly) for unusual or anomalous activity. 



H-8. Service Provider reviews wireless network access 
frequently (at least weekly) for unauthorized access attempts and anomalous activity. 


H-9. Service Provider performs routine (at least monthly) scanning for rogue wireless access points. 



H-10. Service Provider's IDS/IPS systems are actively managed and alert notifications have been implemented. 



H-11. Service Provider performs routine scanning (at least 
monthly) of Provider's networks for potential vulnerabilities. 



I. Physical Security Controls 
I-1. Access to Service Provider's premises is controlled through 



N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

Response: 
N/A 



































Comments/Description 

SAMPLE 

management of key distribution, review of paper/electronic logs, Yes 

surveillance cameras, and/or security personnel. 


I-2. Access to Service Provider's server rooms is controlled, following "need-to-know" and "least privilege" concepts. 



I-3. Service Provider's computer rooms have safeguards in place (e.g., cipher locks, restricted access, room access log, etc.) to control access. 

Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
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I-4. Service Provider employs secure disposal methods to render sensitive data unrecoverable (e.g., paper/tapes are 
shredded, CDs/DVDs are crushed, hard drives are drilled, etc.). 


I-5. Service Provider prohibits Customer information from being 
loaded to portable devices (e.g., laptops, CD/DVD, USB drives, etc.) unless the data is encrypted. 


I-6. Service Provider utilizes full disk encryption on laptops and desktops where sensitive data is processed or stored. 



I-7. Service Provider positions desktop computers to prevent unauthorized viewing of sensitive data displays. 



I-8. Service Provider requires that all visitors to computer and server rooms, and areas where Customer data is accessible, be escorted while on Provider's premises. 


I-9. Service Provider has implemented appropriate 
environmental controls to manage risks to equipment and 
facilities (e.g., raised flooring, temperature alarms, fire 
suppression, cooling, heating, smoke/fire detection, battery backup, etc.). 
I-10. Service Provider does not permit signage indicating the 
location of the data center, the content or value of any server room, or any room containing sensitive information. 


J. Contingency Controls 

J-1. Service Provider has a documented contingency plan for mission critical computing operations. 



J-2. Service Provider has documented emergency procedures and responsibilities that are stored securely at multiple sites. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

N/A Yes 
Partially 
No 

Response: 

N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 




































Comments/Description 

SAMPLE 
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J-3. Service Provider reviews and updates the contingency plan at least annually. 



J-4. Service Provider has identified specific computing services 
that must be provided within specified critical time frames in the event of a disaster. 


J-5. Service Provider's cross-functional dependencies have been identified so as to determine how the failure in one system may impact another. 


J-6. Service Provider has documented backup and restoration procedures and processes. Service Provider to provide a brief 
description of procedures and processes. See Request for Documentation. 

J-7. Service Provider periodically (at least annually) tests the integrity of backup media. 



J-8. Service Provider stores backup media in a secure manner, with appropriate access controls following "need-to-know" and "least privilege" concepts. 


J-9. Service Provider maintains documented and tested disaster recovery and business continuity plans. 



J-10. Service Provider has secured off-site storage and documented retrieval procedures for backups. 



J-11. Service Provider has access to backup data permitting rapid restoration of systems. 



J-12. Service Provider appropriately labels backup media to help avoid errors or data exposures. 




N/A Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
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K. Business Relationships Controls 
K-1. Service Provider requires signed non-disclosure 
agreements before proprietary and/or sensitive information is disclosed. 


K-2. Service Provider has business associate contracts or 
agreements that appropriately manage risk to Customer data. 



K-3. Service Provider's business associates are aware of and acknowledge security policies addressing Customer data. 



K-4. Service Provider's business associates agreements 
document the agreed upon transfer or destruction of Customer's data when the business relationship terminates. 


Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 


Comments/Description 

SAMPLE 

2. Request for Documentation 
Please provide any relevant documentation as requested under the Service Provider Security Assessment queries and/or that will 
substantiate a "N/A" or "PARTIAL" response. Submit any documentation selected in "Request for Documentation" via a separate 

e-mail to f-hasan@northwestern.edu AND david-kovarik@northwestern.edu. 

A-11. Provide current annual report or recently audited financial statement. 




A-14. Provide organizational chart for the executive officer(s) and department(s) of the area(s) that will provide the named service. 



B-4. Service Provider has and will provide summary results of a third-party external Information Security assessment conducted within the past 2 years (SAS-70 Type II, penetration test, vulnerability assessment, SysTrust, WebTrust, etc.). 


B-5. Does Service Provider user other facilities (e.g., collocation) to process or store 
Customer's data? 
Please provide summary results of a third-party external Information Security 
assessment conducted within the past two years (SAS-70 Type II, penetration test, vulnerability assessment, etc.) for this location. 
C-2. Service Provider will provide copies of the Information Security Policies. Where this is 
prohibited by Service Provider policy, other evidence (e.g., table of contents) will be substituted. 



Response: 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

N/A 
Yes 
Partially 
No 
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C-4. Service Provider maintains formal incident response procedures. Service Provider will 
provide evidence of these procedures; redacted versions are acceptable. 



D-1. Service Provider will provide a network topology diagram/design. Where Service Provider policy prohibits disclosure of details, a redacted version is acceptable. 



D-13. Service Provider will provide a description (diagram) of the "end-to-end" flow of data in providing the named service. 



F-3. Where the Service Provider's product or service manages Protected Health Information (PHI), the product or service is HIPAA compliant. Provide evidence of compliance, e.g. results of assessment of evaluation by 3rd party. 


F-4. Service Provider's management of any payment card information is compliant with the 

N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 

SAMPLE 

Payment Card Industry/Data Security Standards (PCI/DSS). Provide evidence of compliance, Yes 

e.g., results of assessment or evaluation by 3rd party, copy of Report of Compliance (ROC). 


G-7. Service Provider employs passwords that have a minimum of 8 characters, expire periodically, and have strength requirements. Service Provider will provide evidence of implementation (e.g., policy statement, screen capture, etc.). 


H-6. Service Provider reviews system logs frequently (at least weekly) for possible intrusion attempts. Service Provider to provide redacted sample of log showing review. 



J-6. Service Provider has documented backup and restoration procedures and processes. Service Provider to provide a brief description of procedures and processes. 

Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 
N/A 
Yes 
Partially 
No 

To save this form and complete it later, click Save As. You will be prompted to save the file to your computer. Once the form is complete, click 
Save As and save the file to your computer to retain a copy for your records. Then click Submit and you will be prompted to e-mail your form. 
NOTE: To submit this form you must be actively connected to the internet. Different e-mail clients will complete this submission process 
differently. Follow the appropriate instructions for your mail client to complete the submission process. 

Save As 	Submit 


If you use an e-mail application such as Microsoft Outlook Express, Microsoft Outlook, or Apple Mail you will be prompted to submit your form by that application. If you currently use an Internet e-mail service such as Yahoo or Microsoft Hotmail, you will need to save your form and send it as an attachment to david-kovarik@northwestern.edu and f-hasan@northwestern.edu using your Internet e-mail service. 
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