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Notes

• Conficker Eye Chart
– http://www.confickerworkinggroup.org/in

fection_test/cfeyechart.html
• Use Bookmarks for sensitive URL’s
• CCleaner

– http://www.ccleaner.com/
– Advanced/Hotfix Uninstallers
– Tools
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Notes (cont.)

• Malwarebytes
– http://www.malwarebytes.org/

• Cypherix LE
– http://cypherix.com/prods.htm
– Choose location
– Volume size
– Strong password

http://www.malwarebytes.org/�
http://cypherix.com/prods.htm�


Notes (cont.)

• Nmap
– http://nmap.org/
– -sV = Report services on open ports
– -O = OS detection
– -oN <file name> = write output to file
– -v = Verbose

• Can be used more than once for more detail

– -p <n> = port 
• Examples -P 80 or –p 1-65535
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Online Resources

NUIT Web info
• Computer and Network Security

– http://www.it.northwestern.edu/security/index.html

• Reporting a Security Incident 
– http://www.it.northwestern.edu/security/help.html

• Secure the Work Environment
– http://www.it.northwestern.edu/security/working.html

• Incident Response Protocol
– http://www.it.northwestern.edu/policies/incident.html
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Contact Information

• Roger Safian
– (847) 491-4058
– security@northwestern.edu
– r-safian@northwestern.edu

• NUIT Support Center
– (847) 491-HELP (4357)
– consultant@northwestern.edu

• Northwestern Network Operations Center
– (847) 467-6662 (staffed 24 hours per day)
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Questions?
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