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Enabling LDAPS on a Domain Controller

The Radiant Logic synchronization software communicates via LDAPS, so any domain
controllers used with it will require an SSL certificate.

There is no specific option to turn on LDAPS. It just turns itself on if you've installed a
trusted SSL key/certificate pair on your domain controller

The most likely ways to do this are either to get a certificate signed by our private "nuca"
certificate authority or to run a Microsoft Certificate Authority integrated with Active
Directory.

Microsoft talks about domain controller certificates in several articles.

One article gives a long, complex recipe for creating a domain controller certificate with
an off-line Microsoft Certificate Authority. All the described X.509 attributes are
apparently set up almost automatically if you run a Microsoft Certificate Authority
integrated with Active Directory.

Another article gives a shorter cookbook for creating a certificate using a third party
certificate authority. This is the basis of what we do if you want a certificate signed by
our private "nuca" certificate authority.

The article giving the simplified approach is:
"How to enable LDAP over SSL with a third-party certification authority"
<http://support.microsoft.com/default.aspx?scid=kb:en-us;:321051>

The Microsoft CA approaches are described in:

"Advanced Certificate Enrollment and Management"
<http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/securi
ty/advcert.mspx >

and a related page,

"Requirements for Domain Controller Certificates from a Third-Party CA"
<http://support.microsoft.com/default.aspx?scid=kb;en-us;:Q291010>

Some forests at NU have used each approach.

There are significant features enabled by running a Microsoft Certificate Authority
integrated with Active Directory. On the other side, it's more complex to set up and
requires running an IIS web server with ASP enabled, on the certificate authority, which
might be considered a security risk.

Using Our Private Certificate Authority

The steps involved are:

1. Create in input file for the certreq command.



2. Generate a key and certificate with "certreq":

certreq -new request.inf request.req

3. Send the file " request.req" to Xiaoxia Dong at
x-dong@northwestern.edu

(She will sign it with our OpenSSL-based private Certificate Authority, and return the
new certificate)

4. Accept the certificate with certreq:

certreq -accept filename

5. Set up your domain controller to trust our CA certificate, using "Certificates" MMC
Snap-in. This is described in more detail in the following section.

The actual input to certreq for a test domain, " it.northwestern.edu", looked like this:

- - - cut here - - -
o request.inf ---——--—----——-——-

[Version]
Signature="$Windows NTS$"
[NewRequest]

Subject = "CN=itdcl.it.northwestern.edu, OU=Domain
Controllers,DC=1it, DC=northwestern, DC=edu, O=Northwestern
University,L=Evanston,S=Illinois,C=US"

KeySpec = 1

KeyLength = 1024

Exportable = TRUE

MachineKeySet = TRUE

SMIME = False

PrivateKeyArchive = FALSE

UserProtected = FALSE

UseExistingKeySet = FALSE

ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
ProviderType = 12

RequestType = PKCS10

KeyUsage = 0xa0l

[EnhancedKeyUsageExtension]

0ID=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication



Setting up trust for a certificate authority

The file cacert.cer is our local "nuca" CA certificate in pem/base64-encoded format with
extra text before and after the certificate removed. Like thus:

MIID4jCCAOugAwIBAgIBADANBgkghkiGOwOBAQQFADCBrTELMAKGA1UEBhMCVVMx
ETAPBgNVBAgTCElsbGlub2lzMREwDwYDVQQHEwhFdmFuc3RvbjEgMB4GA1UEChMX
Tm9ydGh3ZXN0ZXJulFVuaXZlcnNpdHkxHzAdBgNVBASTEk1uZm9ybWF0aWOuIFR1
Y2hub2xvZ3kxDTALBgNVBAMTBG51Y2ExJjAkBgkghkiGOwOBCQEWF3gtZGouz0Bu
b3J0aHdlc3R1cm4uZWRIMB4XDTAzZMDUYyMzE1M]jgxNFoXDTEzMDcwOTE1MjgxNFow]
BIHSMIHPgBQw71T07aZuPUap6Ru64HhwD1G0y6GBs6SBsDCBrTELMAKGALUEBhMC
VVMxETAPBgNVBAgGTCE1lsbGlub21zMREwDwYDVQQHEwhFdmFuc3RvbjEgMB4GA1UE
ChMXTm9ydGh3ZXNOZXJulFVuaXZlcnNpdHkxHzAdBgNVBAsSTFkluZm9ybWEF0aW9u
IFR1Y2hub2xvZ3kxDTALBgNVBAMTBG51Y2ExJjAkBgkghkiGO9wOBCQEWF3gtZGou
Z0Bub3J0aHdlc3R1cm4uZWR1ggEAMAWGAIUdEWQFMAMBAL8wDQYJKoZ IhvceNAQEE
BQADGYEAshuU9hKKKOfz19JIMavYTB6nITDhDARSMS/oRcPjxibGFDUbI8bgBDVM3
Fy6ZmL6kREpB+fYj4v0UKXZ0bGD9G4eCD1D35uTBkTHVvbhIZhdpDkaNzZaEZOBf54
ftad4gYPY/y4LhJIBhMSE1v4KxzqoX1UsfbSNCMnBfwyoOedxIkCM=

————— END CERTIFICATE-----

(A certificate dump would show this is "subject: C=US, ST=Illinois, L=Evanston,
O=Northwestern University, OU=Information Technology,

CN=nuca/emailAddress=x-dong@northwestern.edu")
Transfer cacert.cer file to the domain controller. For example, transfer it via sftp to a

trusted server, or by connecting via Remote Desktop with drive sharing enabled.)

Here is a step-by-step description of adding a trusted certificate authority
on a domain controller with Windows 2003.

Pick "Start/Run...", enter "mmc":
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This brings up an empty MMC "Console" window:
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Click the "Add..." button in the "Add/Remove Snap-in" dialog box:
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Pick "Certificates", in the list of "Available Standalone Snap-ins".

Click the "Add" button in the "Add Standalone Snap-in" dialog box, in the front.



For "This snap-in will always manage certificates for", select "Computer account"; click

Certificates snap-in |
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" Service account

" Computer account
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For "Select the computer you want this snap-in to manage", select "Local computer";
click "Finish":

Select Computer
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Click the "Close" button; click the "OK" button. Then you will see the Certificates
console for the domain controller:
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Click the "+" next to "Certificates (Local Computer)" to expand the tree:
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Click the "+" next to "Trusted Root Certification Authorities", exposing "Certificates"
under it:
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Select "Certificates"
Right click on it, and pick "All Tasks"/"Import..."
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This should bring up the "Certificate Import Wizard":
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Click the "Next" button:

Certificate Import Wizard
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Click the "Browse..." button and locate and select the "cacert.cer" file:
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Click the "Next" button in the "Certificate Import Wizard":

I
jCertificate Import Wizard | x| F
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Click the "Next" button in the "Certificate Import Wizard":
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Click the "Finish" button in the "Certificate Import Wizard":
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You should get a message "The import was successful"
Click "OK" to close it:
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At this point LDAPS should be enabled on the Domain Controller.



Optionally, you can go to "File"/"Save As..." and save the console set-up, say, as

"Local_Computer Certificates.msc" with in "Administrative Tools";
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This adds it to "Start"/"All Programs"/" Administrative Tools":



Radiant Logic

E Manage Your Server

= i
I,...Q'f windows Explorer

Command Prompt

-] Certificate Enrollment Requests
@23 sPC

b RN (S

.,E,
&y

4 Adriris g
Ll;é Printers S

Miokepad

é Internet Explorer
Ewvent Yiewer

All Brogr

— &
9) Help an g
p Search

=y N
wiindows Catalog

i

i‘ Windows Update
@ fccessories
rhﬂ H

= G e 0B

I [S==" R =l RN I 1" [ o LV LALEU L L= L L Sl I T LS
—

Active Directary Domains and Trusks
Active Directary Sikes and Services
Active Directary Users and Compukers
Certification Authoriky

Cluster Administrator

Componenkt Services

Computer Managemenk

Configure Your Server Wizard

Diaka Sources [ODEC)

Distributed File System

Domain Controller Security Policy
Domain Securiky Policy

Ewvent Yiewer

aroup Policy Management

Licensing
Local_Computer_Certificates.msc

Manage Your Server

Microsoft \MET Framewark 1,1 Configuration

Microsoft JMET Framewark 1.1 Wizards
Mekwark Load Balancing Manager
Performance

Remaoke Desktops

Routing and Remote Access

SErvices

Terminal Server Licensing

Terminal Services Configurakion

Terminal Services Manager

EMZ Retraspect L4
Skartup g

Internet Explorer
Cwtlook Express

Remote Assistance

.ﬂ! I == R

m kb Fimae

kific:
Ficac
Ficac

Fificz
kificz

kifice
kifice

Fificz
kificz





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 50
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /JPXEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG2000
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 100
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


