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Secure Handling of Social Security Numbers Policy
Exception Request - Appendix A
	Name of Requestor:       



	Date:       

	Dept: 
     


	Phone:       

	Address:      






	E-mail:       

	Identify Data Steward, if known.       


	Describe the type of media to be used to retain the Social Security Number, e.g., Excel spreadsheets, database files, paper document, etc.
     


	If appropriate, explain why the Social Security Number must be retained electronically.
     


	Where will the media be stored, e.g., a local PC, departmental server, file room?
     


	How long will the media be retained?
     

	Are data and backup data encrypted?
     

	Will the Social Security Number be used as a primary identifier?


	Estimate the number of records that will be retained.

	List the approximate number of those individuals that require access to the SSN information retained by this system:  Faculty       Staff      
Students      Others (describe)      

	Describe the method(s) used to access the data, e.g., from University IP address only, remotely via VPN, etc.
     


	Describe any access controls or security measures (e.g., firewall, physical security, encryption, etc.) that are or will be implemented to protect the data.
     


	Disposition
	Date
	Notification




Please remit to David Kovarik, Director, NUIT Information and Systems Security/Compliance, david-kovarik@northwestern.edu for approval. 

Note:  Incomplete request forms will be returned without processing.  Requestors will be provided with a decision within 10 working days from receipt of the completed request.       
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