The following phishing email that appears to come from the Department of Education was received by
members of the Northwestern community on or around February 7, 2019. DO NOT click on any links or
open any attachments and DO NOT respond to this email or any email you suspect is a phishing attempt.
As a reminder, Northwestern University will never ask for personally identifiable information.

Please check out the How to Identify a Fraudulent Email Scam video on the NUIT Communications
YouTube Channel for more information on how to spot phishing email scams.

From: Chaithana Sirirak <ChaithanaS@pttep.com>
Sent: Monday, April 15, 2019 2:01 PM
Subject: Re:Invoice 00387612EF

The bellow payment amounting $1,270.00 has cleared please review.
And let me know if there is anything else you need.

1 Files (134KB) | View

Invoice 00387612EF

ELECTRONIC MAIL DISCLAIMER:

The electronic transmission, information and any attached documents contained in this e-mail are
confidential, proprietary to the sender, and are intended only for the person or entity to which it is
addressed. If you have received this electronic transmission in error, please immediately notify the
sender and delete or destroy the original electronic transmission and any attached documents from
your system without copying it, disclosure or distribution or the taking of any action concerning the
contents of this electronic transmission or any attachments. Any review, distribution, copying,
retransmitting, dissemination, disclosure or use of this electronic transmission or any part of it in any
form for any purpose whatsoever is strictly prohibited and subject to liability and legal claim. Please be
aware that electronic transmission cannot be guaranteed to be secure or error free as information could
be intercepted, corrupted, lost, destroyed, arrive late or incomplete, or contain viruses. The sender
therefore does not accept liability for any errors or omissions in the contents of this message which arise
as a result of electronic transmission. If verification is required please request a hard copy version.

This message and any included attachments are intended only for the addressee. The information
contained in this message is confidential and may constitute proprietary or non-public
information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If
you are not the addressee, please promptly delete this message and notify the sender of the
delivery error by e-mail.
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